cmput210 asn2 due in class 930am feb 7 40 marks

Late assignments (under the door of Athabasca Hall 301 within 24 hours of the due date) will be docked 10%.
Later assignments will not be marked: their weight will be transferred to the final exam.

Each group should hand in one (1) only assignment.

1. If you leave any part of this question blank, your assignment will not be marked and its
weight will be transferred to the final exam. In alphabetic order by first name, print first name,
last name, and ID number of each group member (at most 5) for this assignment:

Acknowledge all sources, including all references and all people not in your group with whom you
discussed any part of any question (for each discussion, list the relevant questions) (continue on the
back of this page if there is insufficient space):

Each group member must read, agree to, and sign this statement:

I am familiar with the Code of Student Behaviour. I understand that there are significant
penalties for any infraction of this Code. Regarding the questions on this assignment, I
have not shared or received any detailed information regarding any of these questions with
anyone outside my group, and any non-detailed communications have been cited above by
both parties.




This ciphertext was created by starting with text
from The Code Book, removing blanks and punc-
. tuation, and encrypting with a homophonic substi-
tution cipher that replaces the 26 letter alphabet
with 29 symbols.

a) [2] If you were designing such a cipher, which of these schemes would you prefer, and why?

jxyimzljxtiqctouzhjxzjjxeczifxtbyffulm
zlrhtqaydwjxtsyfxthevcqhogkutdevlsejl

Scheme A: 25 plaintext letters each have 1 homophone, 1 letter has 4 homophones.
Scheme B: 24 plaintext letters each have 1 homophone, 1 letter has 3 homophones, 1 letter has 2.

Scheme C: 23 plaintext letters each have 1 homophone, 3 letters each have 2 homophones.

b) [2] Here are the ciphertext frequencies. Which scheme was used? Explain briefly.

rw
11 75 chars

c) [6] Crack the cipher. Explain your methods in at most 200 words. (Hint: e, a, s have 2 homophones
each. every other character has 1).



,a, a, a, b, b, c, ¢, c} show your work for
,a, b, b, ¢, ¢, d, d} each part of this question

3.{ a, a
{a, a

i) [1] give the index of coincidence for the first multiset
ii) [1] give the index of coincidence for the second multiset
iii) [2] give the index of mutual coincidence of the two multisets

iv) [2] give the index of mutual coincidence of the first multiset compared with typical English. for
English, use the frequencies from the webnotes example on imc

i) 2] By  hand, us-
ing this table, encrypt
vigenere cipher immune

using keyword shift. check
your —answer using program

vig/vig.py

N~<MMsES<cHWTOvdJTO=2=2EEXNuHID QTEHOOQW:RE
PN M <ocHndxovdvo=2=2C"xN"uouHIDOQTMMOOQW
WeEN<MMS<OHWNWTOUTO=E2=2EENuaHDQMmTMmMEOoOaQ
QWeE N NS <<oHnTovo=2=2r"xXaogHIDammUOo
DaoawrerN< X< odHWn@movvwo=2=2xNuouHITDOQTMHE
mMmOoaoQOweEN<XsS<cHWNXOUTO=2=2ETXNagH@Dm Q™
Mmoo eEN<RXS<<ocHnNxOv"O=E2 20 XNaHITD®
QTMEpoOoaOmeEN<XI<cHnNTovvo=220XNaHD
T QMmpoOOwmeEN<RXES<cHWNIOUTO=2XIHXNGH
HIODQTHNMEBOOOQWEN< XS <HNIOoOUTYTOoO=E 20 XNG
uH D OQOTMEHUOQWEN<KXS<HWNTOoOTOoO =2 XN
NuuHIZDOQMM@EBOOQOWEN<XISI<ccHWnNHovTvo= =
PxXouoHIDOQTHMEBHOQWENR XS <A ®NIO 'vo = =2
ECOCXNucHITDOQOQNMD@UOOQWENSR X <SaOAH®NXTO Yo =
Z ErrPXRNcH D QM @EHUQWENSRSXIS <A ®nTOo "o
oOo=Z=rrFx"uaHIED QM EBHUOUQWeENRXMX S A WNnoo 'Y
mTo=2 =2 NuuHTD QMO QEEN<R XSSO Nnoo
O o=zZ=2rrPx"NuaHID QM EHUOQEENRX =SS A W0Nno
Tovvo=2 =2 RNuuHID QMO QEENRSX S <SaAan
MO YTOoOoO=222NagHID QO EBOQWENRX =S <A
H N X O "o EC-XRNoHIDQTMEBOQmE®>ENSKNSS <
CH WX OPTO=EZ2 RO XNuHIDQMNMEBOOQOWENKX=I<S
< cdH nIoOovYvo=2=2C XNagHIDQTEHOQEENRNS:S
ST <cdHWWXov"vOoOoO=2=" XNuHIDOQTMMEAOQW®ENSKXN
NE<ocHWnNToOoOTO=222NuHIDOQTMNMEBOQWEENSK
<X <cHWnWXovJvOoOoO=z=RPEXNuHIDOQTMMMUQWW®EN

ii) [2] you are asked to encrypt Vigenere ciphertext by hand with no encryption table. would you prefer
keyword babyface or keyword viginere? Explain briefly.



5. qomzartdpgtlsaxytremaeilbdeydprpevppmpca
gmlleiropbrcogalihppshxawhsuatilhoocnexzi
tcmmmgphhzjwtiopflrhpgpcbzaeyicxshmfnxwwscq

i) [2] using program freqs/kgram.py from the class gitcode repository, using the Babbage/Kasiski
method, give the most likely keyword length of the above Vigenere ciphertext. explain briefly

ii) [2] using program vig/friedman.py from the class gitcode repository, what is the suggested keyword
length? what evidence supports this?

iii) [2] using program vig/friedman.py from the class gitcode repository, what is the suggested shift of
the 2nd-last keyword character? what evidence supports this?

iv) [2] give the keyword and the plaintext. check your answer using vig/vig.py. is this exactly the
answer guessed by fig/friedman.py? explain briefly.

v) [2] now that you know the plaintext, show exactly how the repeated ciphertext digram ei, offset 23
characters, is a false positive for the Kasiski method: give the plaintext and key fragments that yield
the first occurrence, and the plaintext and key fragments that yield the first occurrence.



